Static Analysis Via Abstract Interpretation of
the Happens-Before Memory Model
Pietro Ferrara
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Università Ca’ Foscari di Venezia
I-30170 Venezia, Italy

Abstract. Memory models deﬁne which executions of multithreaded
programs are legal. This paper formalises in a ﬁxpoint form the happensbefore memory model, an over-approximation of the Java one, and it
presents a static analysis using abstract interpretation. Our approach
is completely independent of both the programming language and the
analysed property. It also appears to be a promising framework to deﬁne,
compare and statically analyse other memory models.
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1

Introduction

While the improvement of single-core architectures is slowing down, many multiR CoreTM , are appearing in a broad
core processors, like the family of Intel
market [10]. The only way to take advantage of this technology is to develop
multithreaded programs that perform many parallel tasks.
The semantics of a programming language supporting multithreading must
be deﬁned well enough that developers can fully understand which behaviours
are allowed during an execution, and which are not. In the literature, a common
approach has been to consider as incorrect all the programs containing data
races [19], i.e. in which two parallel threads access without any synchronisation
action the same area of shared memory, and not to provide any semantics in
this case. In this way, many static analyses have been aimed at proving the
absence of data races [16,20]. Leaving completely unspeciﬁed the semantics of
these programs is unsatisfying for modern programming languages, particularly
those that are focused on security issues.
The attention on this topic has increased during the last years: for instance,
the ﬁrst speciﬁcation of the Java Virtual Machine [12] was ﬂawed [18], and only a
following work [13] provided a correct deﬁnition. Nowadays, the speciﬁcation of
the memory model appears to be the “lingua franca” that can ﬁll this lack on the
semantics speciﬁcation. In this context, two main but opposing approaches are
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considered: (i) to restrict the non-deterministic behaviours in order to provide a
simple reference to the developers; (ii) to allow as many compiler optimisations
as possible, but that introduce non-deterministic behaviours.
On this topic, the debate is still in progress [2], and diﬀerent ideas and solutions have recently been proposed [23].
Most state-of-the-art static analyses do not support multithreading, or they
deal only with the possible interleavings of instructions; this is why they are not
sound w.r.t. the memory model, as it usually allows more behaviours than the
ones exposed by sequentially consistent executions.
Contribution: In this context, a static analyser able to approximate all the
possible runtime behaviours of a multithreaded program w.r.t. a memory model
seems to be particularly appealing, as it would help developers reason about
compiler optimisations and all the possible interleavings due to the parallel execution of multiple threads [24]. Moreover, since the threads communicate implicitly through the shared memory, really subtle and unwanted interactions may
arise, and a static analysis may trace and provide information about all these
potential bugs. Some examples about these situations, like the one depicted by
our running example, are presented by [13].
The happens-before memory model is an over-approximation of the Java one;
for this reason, tuning a static analysis at this level will allow us to obtain sound
results for Java multithreaded programs.
Our approach follows the abstract interpretation framework [4,5]. We ﬁrst
deﬁne the concrete trace semantics in a ﬁxpoint form, aimed at formalising
the happens-before memory model. Then we abstract it, proving the soundness of our analysis. Our analysis is generic to the programming language, as
the happens-before memory model is. Moreover, our framework shall be used
to formalise, compare, and statically analyse other memory models. The proposed analysis approximates all the possible multithreaded behaviours w.r.t.
the happens-before memory model, starting from a given intra-thread domain
and semantics. Our approach allows that the intra-thread semantics follows the
sequential consistency rule (as most static analyses do); the multithreaded executions that are sensitive to compiler optimisations and threads’ interleavings
are obtained through the computation of a ﬁxpoint.
The rest of the paper is organised as follows. In this section we present a
running example. Section 2 introduces the happens-before memory model, and
analyses it from a static analysis point of view. The concrete domain and semantics are deﬁned by Section 3, while Section 4 depicts the abstract ones. Section
5 presents and discusses some related work, and Section 6 concludes.
1.1

The Running Example

The concepts in the rest of the paper are explained in the context of a simple
example.Figure 1 depicts a Java-style program composed of two threads where
variables i and j are shared between them. Supposing that at the beginning
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Thread 1 Thread 2
i=1;
if(j==1 && i==0)
j=1;
throw new Exception();
Fig. 1. The running example

i and j are both equal to 0, which runtime behaviours are acceptable and consistent w.r.t. the memory model? And in particular: may the exception be thrown?
1.2

Abstract Interpretation

Abstract interpretation is a theory to deﬁne and soundly approximate the semantics of a program [4,5]. Roughly, a concrete semantics, aimed at specifying the
runtime properties of interest, is deﬁned; then it is approximated through one or
more steps in order to ﬁnally obtain an abstract semantics that is computable,
but still precise enough to capture the property of interest. In particular, the
abstract semantics must be composed of an abstract domain, an abstract transfer function, and a widening operator in order to make the analysis convergent.
Usually, each state of the concrete domain is composed of a set of elements (e.g.
all the possible computational states), that is approximated by an unique trace
in the abstract domain.
In our analysis, the concrete semantics is computed by a ﬁxpoint that produces
the set of all the possible ﬁnite executions of a multithreaded program; these
executions respect the happens-before memory model. The abstract semantics
computes, always through a ﬁxpoint, an abstract element that approximates the
concrete semantics. The soundness of the approach has been proved following
the abstract interpretation framework.

2

The Happens-Before Memory Model

In the recent literature, the memory models have been aimed at formalising the
behaviours that are allowed during the execution of a multithreaded program.
The Java Memory Model was presented by [18]. Its formalisation involves
many diﬀerent components, and all the run-time actions must be committed in
a quite sophisticated way. In the same paper the happens-before memory model
is formalised, as an over-approximation of the Java one, i.e. it allows a larger
number of runtime behaviours. Its formalisation is simpler, and it allows us to
reason in terms of static analysis.
The main components of this model are (we denote some rules with a speciﬁc
name that will be used during the formalisation of the model in the ﬁxpoint
form):
– the program order, that, for each thread, totally orders the actions performed
during its execution;
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– a synchronises-with relation that relates two synchronised actions. For instance, the acquisition of a monitor synchronises-with all the previous releases of the same monitor. Moreover the ﬁrst action of the execution of a
thread is synchronised-with the action that launched it (rule IN);
– the happens-before order initially introduced by [11]. An action a1 happensbefore another action a2 (rule HB) if (i) a1 appears before a2 in the program
order; (ii) a2 synchronises-with a1 ; (iii) if you can reach a2 by following
happens-before edges starting from a1 (i.e. the happens-before order is transitive).
Through the happens-before order, a consistency rule is deﬁned. In particular,
it states that a read r of a variable v is allowed to see a write w on v if: (i) r does
not happens-before w (i.e. a read can not see a write that has to be executed
after it); (ii) there is no write w on v that happens-before r and w happensbefore it (i.e. there is not any write on the same variable that has to be executed
between the observed write and the read, overwriting it) (rule OW).
The happens-before memory model says nothing about what is a variable and
its granularity (an object, a ﬁeld, an array, a primitive value, ...).
2.1

Reasoning Statically

One point is not clear in these deﬁnitions: on one hand the deﬁnition of the
happens-before consistency appears to be a static rule, but on the other hand the
program order talks about a total order covering all the actions of an execution;
this concept is clearly dynamic. Since our approach is parameterized on the
abstract intra-thread transition relation, we suppose that it approximates this
program order; in this way if a state appears before another one in the trace
produced through this relation, it means that it will always be executed before
it.
About the synchronises-with relation, threads generically synchronise on some
elements (for instance in Java they synchronise on monitors deﬁned on objects),
and the mutual exclusion is guaranteed on them. In this way, they acquire a
synchronisable element, keep it during some actions, and ﬁnally release it. In a
static context, we do not know which thread acquires the synchronisable element.
For instance, imagine the multithreaded program of Figure 2.
Thread 1
acquire(o)
var=v1
var=v2
release(o)

Thread 2
acquire(o)
temp=var
release(o)

Fig. 2. An example

Which values may thread 2 read? The read action is synchronised on the same
element of both writes in thread 1. It may read the initial value stored in var,
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or v2, but not v1, as its acquisition synchronises-with the release of thread 1, or
vice versa its release is synchronised-with the acquisition of thread 1.
This consideration allows us to conclude that statically a read action is allowed to see all the values written by parallel threads, except the ones that are
overwritten by a successive action and such that all the actions between them
are synchronised at least on an element locked also in the state that is going to
perform the read action. This is a straight consequence of the mutual exclusion
principle.
All these concepts are formalised by the concrete semantics.
2.2

The Running Example

Let us apply these concepts to the running example depicted by section 1.1, and
in particular to state if it is consistent that the exception may be thrown under
the happens-before memory model. To answer this question, we evaluate which
values may be read by the condition of the if statement of thread 2.
First of all, since there are no synchronisation actions, the synchronise-with
order is empty, and all the actions of thread 1 do not happen-before the evaluation of the condition. So this instruction is allowed to see the initial value
of variable i equal to zero, and the value written by the second instruction of
thread 2 that assigns 1 to variable j. Therefore, it is consistent to evaluate this
condition to true, and to throw the exception.
For instance, the exception is thrown if the two statements of thread 1 are
switched by the compiler (since they are independent, this is allowed), a singlecore processor executes j=1, and then the control switches to thread 2, in which
the condition of the if evaluates to true .
2.3

Notation

We denote the sets of functions by capital Greek letters, the elements by a single
lower-case letter, and the identiﬁers of sets always begin with a capital letter.
Concrete and abstract: The concrete sets and elements are denoted as just
deﬁned, while the abstract ones are over-lined; for instance, if S is a concrete
set, the respective abstract set is denoted by S. About the functions, if fun is
the concrete one, its respective abstract version is denoted by fun # .
Trace semantics: Our concrete and abstract semantics are based on partial
ﬁnite traces. Roughly, the execution of a thread is represented by a trace of states.
 denotes the empty trace, while σ0 → σ1 → · · · denotes a trace that begins with
a state σ0 followed by σ1 , and then there is an arbitrary number of successive
states, denoted by · · · . Given a transition function →: St × St → {true, false},
with an abuse of notation we denote the fact that → (σ1 , σ2 ) = true by σ1 → σ2 .
We denote by St → the set of blocking states following the transition relation →,
i.e. such that ∀σ1 ∈ St → : σ2 ∈ St :→ (σ1 , σ2 ) = true. Finally, let be S a

generic set of elements, we denote by S +
the set of all the ﬁnite traces composed
of elements in S.
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Multithreaded Concrete Semantics

In this section we present the multithreaded concrete semantics. This semantics
is aimed at formalising the happens-before memory model in a ﬁxpoint form; it
is completely parameterized by the concrete operational semantics that deﬁnes
the behaviour of intra-thread atomic computational steps, and on some functions
that given a state returns a part of it. In this way we completely separate the
semantics of the language from its memory model.
Since the happens-before memory model refers only to ﬁnite executions, we
consider only ﬁnite traces. Our multithreaded concrete semantics produces all
the complete executions, i.e. in which the executions of all the threads end with
a blocking state.
3.1

Required Elements

In order to deﬁne the happens-before memory model on the concrete semantics
we need some sets and functions that extract information from the states.
For the sets, we denote by TId the set of the threads’ identiﬁers, by Sh all
the possible shared memories, by Loc the shared memory locations, by Val the
values, by Sync all the shared elements on which a thread can synchronise, and
by St the states that contain the memory and control state of a single thread.
Moreover, as the happens-before memory model talks about the values read and
written on the shared memory, we suppose that the shared memory relates each
location to a value (Sh : Loc → Val ).
◦
St ×St → {true, false} is provided,
We suppose that a transition function →:
and that it deﬁnes the single step behaviours of the computation. We require
that these steps are atomic at thread level, i.e. it is not possible for another
thread to see an intermediate state during a single intra-thread transition.
We also require that the following functions are provided:
– shared : St → Sh, given a state it returns the shared memory contained in
it;
– action : St → ⊥a ∪ ({r, w} × Loc × Val), given a state it returns the operation
it is going to perform (reading from or writing on the shared memory), the
shared location on which it operates and eventually the written value, or ⊥a
if it has performed another type of operation;
– synchronised : St → ℘(Sync), given a state it returns all the elements of
the memory state on which it is synchronised (for instance the set of all the
monitors previously locked and not yet released); we do not specify what
these elements are, since many diﬀerent ways of synchronisation exist, and
we are generic with respect to the programming language.
Finally, we require the function set shared : St × Sh → St, that given a state
and a shared memory returns a state equal to the given one but in which the
shared memory is replaced by the given one.
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Thread Partitioned Concrete Domain

Our concrete domain is aimed at collecting information about the parallel execution of diﬀerent threads. In this way we partition the trace of the execution
relating each active thread to the trace of its execution. Moreover, we collect
for each thread the one that has launched it, and the number of the state of its
execution trace that is produced after this operation; for the main thread, that
is launched by the system, we use a special value ⊥Ω . In this way our concrete
domain is composed by two functions, where the second one is just aimed at
maintaining some information on the relations between threads. We collect the
number of the state in order to restrict the execution trace only on the states
successive to the launch of the thread, and so to respect the rule IN.


Ψ : TId → St +
Ω : TId → ((TId × Integer) ∪ ⊥Ω )
3.3

Single Step Deﬁnition

We deﬁne a step function that performs a single intra-thread step, consistent
with respect to the happens-before memory model, and returns the set of the
possible states obtained after it.
Deﬁnition 1 (step function). Starting from the active thread, a multithreaded
state containing the traces of the executions of all the threads, and an element
of Ω, the step function returns the set of all the possible following states.
In particular if the thread is not going to read from the shared memory, it
computes the step while observing the sequential consistency rule (point (1)).
Otherwise it may: (i) perform the step following the sequential consistency (point
(2a)); (ii) select one visible value following the happens-before consistency and
perform the step injecting this value in the shared memory (point (2b)).
Formally,
step : TId × Ψ × Ω → ℘(St)
step (t, f, s) = {σ} where f (t) = σ0 → · · · → σi and
◦
(1) σi →
σ
if π1 (action (σi )) = r
◦
σ∨
if π1 (action (σi )) = r
(2a) σi →
(2b) ∃v ∈ visible(t, π2 (action (σi )), synchronised (σi ), f, s(t)) :
◦
σ  = set shared (σi , shared (σi )[l → v]), σ  →
σ

Deﬁnition 2 (visible function). The visible function returns the values that
are visible by the given thread. This set is built up by the values produced by the
thread that launched the one that is reading, restricting it only on the part of the
trace executed after the launch (point (1), rules IN), and the values produced by
other threads (point (2)).
visible : TId × Loc × ℘(Sync) × Ψ × ((TId × Integer) ∪ ⊥Ω ) → ℘(Val )
visible (t, l, S, f, (t , i )) =
(1)
= project (l, suﬃx (f (t ), i ), S)∪
(2)
{v : v ∈ project (l, f (t ), S) : t ∈ dom(f ) \ {t, t }}
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Deﬁnition 3 (suﬃx function). The suﬃx function, given a trace and an index, cuts the trace at the i-th element and returns the suﬃx of the trace. It
supposes that the given index is between 0 and the length of the trace.




suﬃx : St + × Integer → St +

suﬃx (σ0 → · · · → σj , i) =

σi → · · · → σj if i ≥ 0 ∧ i < j

if i = j

Deﬁnition 4 (project function). The project function, given a location, a
trace, a set of owned synchronisable elements, and the thread that is currently
analysed, returns the set of visible values following the happens-before consistency
in the given trace.


project : Loc × St + × ℘(Sync) → ℘(Val)
project (l, σ0 → · · · → σi , S) = {v : ∃j ∈ [0..i] : action (σj ) = (w, l, v) ∧
not synchronised (σj → · · · → σi , S)}
The ﬁrst part of the condition of shj , i.e.,
action(σj ) = (w, l, v)
excludes the transitions that do not write on the shared memory, and the second
part, i.e.,
not synchronised (σj → · · · → σi , S)
the ones whose values are overwritten by a successive action following the
happens-before order (rule OW).
Deﬁnition 5 (not synchronised function). The not synchronised function,
given a trace and a set of synchronisable elements, returns true if and only
if the ﬁrst state of the trace is not synchronised on an element in the given set
(case (1)), or if there is no write action that writes on the same location of the
ﬁrst action of the given trace and that is synchronised-with it (case (2)).


not synchronised : St + × ℘(Sync) → {true, false}
not synchronised (σ0 → · · · → σi , S) = true if and only if
(1)S ∩ synchronised (σ0 ) = ∅ ∨
(2)σj ∈ cut(σ0 → · · · → σi , S) : action(σj ) = (w, l, v), action(σ0 ) = (w, l0 , v0 ),
l = l0
Deﬁnition 6 (cut function). The cut function, given a trace and a set of
synchronisable elements, returns the trace cut to the ﬁrst states that are all
synchronised-with at least one of the given elements.




+
cut : St + × ℘(Sync) → St

cut (σ0 → · · · → σi , S) =

 if synchronised (σ0 ) ∩ S = ∅
σ0 → cut(σ1 → · · · → σi , S) otherwise
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Fixpoint Semantics

Through the step function we deﬁne the ﬁxpoint concrete semantics in order to
compute all the possible ﬁnite traces of a given multithreaded program.
Single-Thread Semantics. Given a thread and an element of the threadpartitioned domain, this semantics returns the traces of its possible partial ﬁnite
executions, following the happens-before memory model, when the parallel executions of other threads are the ones represented by the given element of the
thread-partitioned domain. It is the basic step that will be used to deﬁne the
multithreaded semantics. This approach is classical in literature, as for instance
the example 7.2.0.6.3 of [5].
Deﬁnition 7 (S◦ )


S◦ : Ψ × Ω × TId → ℘(St + )
S◦ [[f, r, t]] = lfp ⊆
∅ λT.{σ0 } ∪ { σ0 → · · · → σi−1 → σi : σ0 → · · · → σi−1 ∈ T
∧σi ∈ step(t, f, r)}
Multithreaded Semantics. The multithreaded ﬁxpoint semantics computes
all the possible executions of a multithreaded program following the happensbefore memory model.
It starts from an element of the thread-partitioned domain that relates each
thread that is active at the beginning of the computation to an empty trace
 (f0 = {[t →  : t is the identiﬁer of an active thread]}), and in the second
component each active thread to ⊥Ω , where
r0 = {[t → ⊥Ω : t is the identiﬁer of an active thread]}.
At each iteration it computes the semantics using the traces of the execution
of diﬀerent threads obtained at the previous step. The set of ﬁnite traces is
restricted only to the traces that end with a blocking state; it is necessary in
order to compute which values are visible through the not synchronised function.
In particular we want to discard all the elements that are overwritten during a
set of transitions all synchronised-with the analysed read action; to do that, we
need to consider only the traces that are complete, i.e. that end with a blocking
state.
Deﬁnition 8 (S )
S : Ψ × Ω → ℘(Ψ × Ω)
S [[f0 , r0 ]] = lfp ⊆
∅ λΦ.{(f0 , r0 )} ∪ {(fi , r) : ∃(fi−1 , r) ∈ Φ : ∀t ∈ dom(fi−1 ) :
fi (t) ∈ S ◦ [[fi−1 , r, t]], fi (t) = σ0 → · · · → σi , σi ∈ St →
◦ }
The intuition behinds this ﬁxpoint deﬁnition is the following:
– at the ﬁrst iteration it computes the complete semantics of each thread “in
isolation” since the trace of the other threads is empty, and then the step
function performs a step using the last state of the given thread and following
the sequential consistency;
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– at the second (or i-th) iteration it computes the complete semantics of each
thread in which the visible values have been modiﬁed at most one (or i-1)
times by other threads.
For instance to compute the multithreaded semantics of the following example
when x, y, and z are equal to 0 at the beginning of computation:
Thread 1 Thread 2 Thread 3
y=z;
z=x;
x=1;
Informally, at the ﬁrst iteration we obtained that in thread 1 j=0, in thread 2
z=0, and in thread 3 x=1.
At the second iteration we still obtain that in thread 1 j=0 and in thread 3
x=1, while in thread 2 we may write the value 0 or 1 (as it may see the write
action performed by thread 3 in the previous iteration) to variable z.
During the third iteration, thread 1 may write the value 0 or 1 to the variable
y, as it may or may not see the value written by thread 2. The other two threads
behave as in the previous iteration. Moreover we have reached a ﬁxpoint and
our computation ends.
In this simple example it is clear that we need to compute a ﬁxpoint between
the semantics of diﬀerent threads in order to propagate the values written and
read by threads. In a more complex situation, as for instance when a value
written by a parallel thread may change the control ﬂow of the thread, this
interaction may be repeated many times, requiring a ﬁxpoint computation.
3.5

Launching a Thread

The step function is not in position to launch a new thread, as it operates only
intra-thread steps. So the multithreaded semantics must be extended to support
this action. Since we are generic with respect to the programming language, we
do not present the details; on the other hand, it is important to deﬁne it in order
to make evidence of how the relations between threads are traced by the second
component of the multithreaded domain.
In this context, we suppose that a function launch : St → (TId × St × St) ∪ ⊥l
is provided; given a state, if its next action is the launch of a thread, it returns the
identiﬁer of the new thread, its initial state and the next state of the execution.
Informally, the computational multithreaded step may be deﬁned in the following
way, where (f, r) is the previous state:
(f  , r ) : t ∈ dom(f ), f (t) = σ0 → · · · → σi , launch(σi ) = (t , σ0 , σi+1 ),
f  = f [t → (σ0 → · · · → σi → σi+1 ), t → (σ0 )], r = r[t → (t, i)]
3.6

The Running Example

We apply all these deﬁnitions to the example presented in section 1.1. We focus
only on the analysis of the condition of thread 2.
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Thread1 →

j=0
j=0
j=1
→
→
i=0
i=1
i=1

Thread2 →

j=0
j=0
→
i=0
i=0

Fig. 3. The result of the ﬁrst iteration of the multithreaded semantics computation

The result obtained by the ﬁrst iteration of the computation of S is depicted
by ﬁgure 3 (we represent only the state of shared memory, ignoring the control
state and the private memory). Note that, since the choice of which shared
memory is visible is deterministic, it is composed only of an element of the
concrete domain.
Which are the states of the shared memory returned by the visible function
when we are evaluating the condition of thread 2 at the second iteration? In
order to compute them, we need to consider which values are returned by the
project function. We ignore the ﬁrst use of this function (project (suﬃx (f (t )), i),
where t is the thread that launched the current one), as we suppose there were
two parallel threads at the beginning of the execution, and so that both are
launched by the system. In the second case, we use the project function only
with the execution trace of thread 1, as it is the only thread in the domain
of our multithreaded state that is not the current thread. Since there is no
synchronisation action, S is empty. In this situation, the read actions of variables
j and i are both able to see the values 0 and 1, as 0 is sequentially consistent,
while 1 has been written by thread 1 and may be returned by the visible function.
Finally, we are in position to check if, in this situation, the condition may be
evaluated to true. The condition to be evaluated is j == 1&&i == 0. If the
read action on i sees the value sequentially consistent, and the one on j the
value written by the second instruction of thread 1 (and returned by the visible
function), the condition would be evaluated to true. This behaviour is sound
w.r.t. the happens-before memory model, as pointed out by section 2.2.

4

Multithreaded Abstract Semantics

In order to develop a static analysis via abstract interpretation [4,5], we deﬁne
the abstract semantics aimed at computing an approximation of the concrete
one.
4.1

Required Elements

As we have done for the concrete semantics, in order to be generic with respect
to the programming language we need some sets and functions.

Static Analysis Via Abstract Interpretation

127

In particular, the required sets are the following, with the same meaning as
the ones introduced by the concrete semantics, but applied to abstract elements:
TId , Sh, Loc, Sync, and St. Moreover, we suppose that Sh : Loc → Val .
◦ #
In the same way the function →
: St × St → {true, false} deﬁnes the
abstract single step behaviours of the computation.
About the functions, we require the following, with the same meaning as the
concrete semantics: shared # : St → Sh, action # : St → ⊥a ∪({r, w}×Loc ×Val),
synchronised # : St → ℘(Sync), and set shared # : St × Sh → St.
4.2

Trace Partitioned Abstract Domain

The abstract domain is similar to the concrete one: the only diﬀerence is that it
deals with abstract sets, while the meaning is exactly the same.

+

Ψ : TId → St
Ω : TId → ((TId × Integer) ∪ ⊥Ω )
4.3

Upper Bound Operator and Abstraction Function

We deﬁne the upper bound operator and the abstraction function on the domain
just presented. We need the upper bound operator between two single-thread
states (St ) and between two values (Val ), the abstraction functions αST : St →
St (that given a concrete single-thread state returns its abstraction), and αT id :
TId → TId (that given a concrete thread identiﬁer returns its abstraction), are
provided.
Note that in these deﬁnitions (and in the soundness proofs) we focus only
on the ﬁrst component of the domain (Ψ ), as the second part just traces some
relations between threads, and it can be linearly abstracted applying the αTId
function.
Deﬁnition 9 (Upper bound operator on Ψ )
Ψ × Ψ → Ψ
f :
f 1 f f 2 = {[t →
⎧τ ] : t ∈ dom(f 1 ) ∪ dom(f 2 ),
⎨ f 1 (t) τ f 2 (t) if t ∈ dom(f 1 ) ∩ dom(f 2 )
τ = f 1 (t)
if t ∈ dom(f 1 ) \ dom(f 2 ) }
⎩
f 2 (t)
if t ∈ dom(f 2 ) \ dom(f 1 )

+

Deﬁnition 10 (Upper bound operator on St )

+


+


+

τ : St × St → St
(σ 0 → · · · → σ j ) τ (σ 0 → · · · → σ i ) =
= (σ 0 St σ 0 ) → · · · → (σ j St σ j ) → (σ j+1 ) → (σ i )
supposing that j ≤ i. Otherwise, St is commutative and it is suﬃcient to commute the elements.
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Deﬁnition 11 (Abstraction function of ℘(Ψ ))
αf : ℘(Ψ )
→ Ψ
αf (f )
αf (Φ) =
f
f ∈Φ

αf : Ψ → Ψ
αf (f ) = {[t → τ ] : ∃t ∈ dom(f ) : t = αTId (t) ∧ τ = ατ (f (t))}


Deﬁnition 12 (Abstraction function of ℘(St + ))



+

ατ : ℘(St +
) → St
ατ (T ) =
ατ (τ )
τ
τ ∈T




+

ατ : St + → St
ατ (σ0 → · · · → σi ) = αST (σ0 ) → · · · → αST (σi )
4.4

step # Function

The step # function is quite similar to the concrete one. If the action is not a
◦ #
function. Otherwise it computes
read it just performs the step through the →
the step injecting into the read value the least upper bound of all the values
returned by the visible # function and of the sequential consistent value. The
visible # function is obtained as the abstraction of the visible function.
Deﬁnition 13 (step # function)
step # : TId × Ψ × Ω → St
step # (t, f , s) = σ where f (t) = σ 0 → · · · → σ i and
◦ #
σi →
σ
if π1 (action # (σ i )) = r
#

◦
σ i →
σ:
if π1 (action # (σ i )) = r
V =
visible # (t, π2 (action # (σ i )), synchronised # (σ i ), f , s(t))
v=
v

V al
v  ∈V



sh = shared # (σ i ), sh = sh[l → v Val sh(l)]

σ i = set shared # (σ, sh )
In this deﬁnition, we focused on a situation in which the abstract domain for
primitive values is non-relational; in this way, we do not support a relational
domain as for instance octagons [15].
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Fixpoint Semantics

We proceed as in section 3.4: we deﬁne the single trace semantics in ﬁxpoint
form basing it on the step # function just presented, and then we present the
multithreaded semantics.
◦

Deﬁnition 14 (Single-thread semantics S )
◦


+

S : (Ψ × Ω × TId ) → St
◦
S [[f , r, t]] = lfp ∅ λτ .{σ 0 } τ {σ 0 → · · · → σ i−1 → σ i : σ 0 → · · · → σ i−1 = τ ∧
σ i = step # (t, f , r)}


Deﬁnition 15 (Multithreaded semantics S )


S : Ψ × Ω → Ψ × Ω


◦

S [[f 0 , r0 ]] = lfp ∅ λ(f , r).{(f 0 , r 0 )} f {(f i , r) : ∀t ∈ dom(f ) : f i (t) = S [[f , t]]}
The intuition of these deﬁnitions is exactly the same of the concrete semantics:
◦
S computes the semantics of a single thread given a multithreaded state (from
which the step # function extrapolates the visible values of the shared memory

through the visible # function), while S iterates this computation using the
previous multithreaded state for each thread until a ﬁxpoint is reached.
The deﬁnition of the multithreaded semantics may be straightforwardly extended in order to support widening and narrowing operators [4], which are
required to guarantee the convergence of the analysis when the abstract domain
is of inﬁnite height.
Theorem 1 (Soundness of S ). The multithreaded semantics is sound, i.e. let




Ψ pre be the set of all the preﬁxpoints of F , then ∀f ∈ Ψ pre : αf (S )[[f ]] f S [[f ]].
4.6

Launching a Thread

The launch of a thread may be abstracted from the composition of the concrete
deﬁnition presented by section 3.5 with the abstraction function.
4.7

Complexity

The proposed analysis requires the computation of two nested ﬁxpoints. The
complexity of this approach might appear too heavy in order to apply it to real
programs, as the computation of a ﬁxpoint is known to be an expensive operation. On the other hand, the multithreaded semantics may execute in parallel
the single-thread semantics of diﬀerent active threads; supposing that there is
a number of processors at least equal to the number of active threads (looking at the current trend of the CPU market, with the appearance of multicore
architectures, this supposition is not unreasonable), the complexity of each itera

tion of S corresponds to the most expensive computation of the active threads’
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semantics. In addition, there are interesting results in optimising the ﬁxpoint
computation [14].
A preliminary implementation of two nested ﬁxpoints has been presented by
[8]; note that this work does not implement the happens-before memory model,
but it relies on two nested ﬁxpoints in order to compute a sound approximation
of a multithreaded program. Even if the computation of the ﬁxpoint is sequential,
the experimental results are quite promising: the analysis of 24 threads and more
than 2.000 bytecode statements requires 1’07”. Moreover, the execution time
seems to grow linearly w.r.t. the number of analysed threads and statements.
In this context, our approach may be able to scale up; indeed, model checkers seem to be inadequate to analyse multithreaded programs because of the
state explosion problem, which is particularly relevant when dealing with all the
possible interleavings of threads’ executions. In addition, partial order reduction
techniques [17] do not improve signiﬁcantly their performance when there are
many interactions between threads.
Finally, since our approach is parametrised on the abstract intra-thread domain and semantics, we can also tune them in order to obtain a faster but less
precise or a slower but more precise analysis.
4.8

The Running Example

We analyse the running example presented in section 1.1 supposing that we use
the interval domain in order to catch information about integer variables.
At the ﬁrst iteration we obtain the same results as the concrete semantics,
completely described in section 3.6. The only diﬀerence is that now we deal with
abstract values, and so we relate each integer variable to an interval value instead
of an integer.
Then we analyse which abstract values are returned by the visible # function
when reading i and j. In particular, both the initial values (j and i equal to 0)
and the values written by thread 1 (1 written both on j and on i) are visible. For
both the variables the least upper bound of these elements returns the interval
[0..1]. Then the condition of thread 2 (j == 1&&i == 0) may be evaluated to
true, and we conclude that the exception may be thrown. This result is sound
w.r.t. the concrete semantics, and so to the happens-before memory model.

5

Related Works

Many approaches have been developed in order to statically analyse multithreaded programs; most of them deal with deadlock and data race detection [20].
In the last few years other approaches, analysing other and more generic properties, have been proposed [22,3,25,7]. Usually these approaches suppose that the
execution is sequentially consistent, but this assumption is not legal under, for
instance, the Java Memory Model.
[21] presents a semantics for Java multithreaded programs that respects an
earlier version of the Java Memory Model. In particular it presents an executable
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semantics that is sound and complete with respect to the Java Memory Model,
and it veriﬁes programs on it through model checking techniques. It is speciﬁc
for the Java programming language, it deals with the memory model and also
the semantics of the programming language, and it is aﬀected by the state space
explosion problem.
In a similar way, [9] develops a model checker sensitive to the .NET memory
model [6]. It is speciﬁc for the C# language, and also in this case the experimental
results show the eﬀects of the state explosion problem.
[2] proposes a formalisation of the Java Memory Model through a semantics
that combines the operational, denotational, and axiomatic approaches. It builds
up a subset of the legal executions under the Java Memory Model. In this way
this approach is similar to ours, since in order to obtain a sound static analysis
we compute a superset of these executions. However it is speciﬁc to the Java
programming language, and it does not propose any static analysis.
[23] presents a framework in order to formalise and study a memory model.
This approach is generic w.r.t. the programming language, and it allows the
comparison of diﬀerent memory models. Indeed, it does not propose any static
analysis.
In this research context, as far as we know our work appears to be the ﬁrst
one that combines a generic deﬁnition of a memory model and its static analysis.

6

Conclusion and Future Work

In this paper we present the formalisation of the happens-before memory model
in a ﬁxpoint form, and we build on top of it an abstraction in order to statically
analyse a program w.r.t. this memory model. It is completely generic both to
the programming language and to the analysed property, as it is parameterized
by the concrete and abstract single-thread state, and semantics. In this way we
completely split the formalisation of the memory model from the programming
language. Moreover, at the abstract level the core of the happens-before memory
model (i.e. the visible # function) is obtained by linearly abstracting its concrete
deﬁnition. In this way, we are in position to automatically build up a static
analysis starting from the concrete speciﬁcation of the core of a memory model.
Our approach may be easily applied to deﬁne and analyse other memory
models, and also as an unifying framework in order to compare them: if we
prove that a memory model is an abstraction of another one, we prove that all
the analyses developed on the second one are sound in the ﬁrst analysis.
We think that the idea of separating the memory model from the programming language on which it is applied is very promising, as it allows the reuse
of analyses on diﬀerent languages with diﬀerent memory models. Until now, the
only memory model that appears to have been studied deeply is the Java Memory Model, but it is not unrealistic to suppose that in the near future diﬀerent
models, like [6], will appear, to which our approach seems to be easily extendible.
On the other hand, the idea of reusing a memory model for a diﬀerent programming language appears already near to reality. Behind the speciﬁcation of
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a memory model there often is much work (sometimes many years of deep study,
in order to understand the problems and how solve them), and so its reuse is
not only a possibility, but sometimes a need. For instance, there is a draft [1]
that depicts how to apply the Java Memory Model to the C++ programming
language.
6.1

Future Works

Our aim is to develop a static analysis on Java bytecode for multithreaded
programs. In this way, we are going to deﬁne the concrete and abstract intrathread domain and semantics of this language, and some properties on it. We
want also to extend our deﬁnitions in order to introduce volatile variables and
the causality requirement of the Java Memory Model.
Acknowledgements. We would like to thank Mike Barnett, Agostino Cortesi,
Radhia Cousot, Francesco Logozzo and the anonymous referees.
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