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Multithreading

» Multicore architectures
» many parallel tasks
» More difficult than sequential programs [SUT05]

> interleaving of the executions of different threads
» implicit communications through the shared memory
» specification of the memory model [LEE06]



Memory Model, what is it?

» Defines which multithreaded executions are legal

» Two opposite needs:

> restrict the non-deterministic behaviors

> allow as many compiler optimizations as possible

> e.g. sequential consistency:

» “...the result of any execution is the same as if the operations
of all the processors were executed in some sequential order,
and the operations of each individual processor appear in this
sequence in the order specified by its program” [LAM79]

» too much restrictive in practice, it does not allow the most
part of optimizations



An example

Thread 1 | Thread 2
i=1;, |if(j == 1&&i ==0)
j=1 throw new Exception();

» Supposing that at the beginning i =0, =0
» May the exception be thrown?

» sequential consistency: NO!
» practical needs: YES!

» swap of independent statements



The Happens-Before Memory Model

» Program order:
» intra-thread order of statements

» Synchronizes-with relation: involve two synchronized actions.
E.g. the acquisition and the release of a monitor
» Happens-before order [LAM78]: a; happens-before ay if
> a; appears before a; in the program order
> a, synchronizes-with a;
» you can reach a, by following happens-before edges starting
from a;



Synchronizes-with

» Many different ways of synchronization:

» mutual exclusion on monitors
» wait and notify on objects
> the first action of a thread synchronizes-with the statement

that launched it
> .

» We are generic w.r.t. the programming language

» We focus on

» mutual exclusion
» launch of a thread

» Other synchronizations... future work!



Already an approximation

» The memory model defines which behaviors are allowed

» Approximation of all the possible real multithread
architectures
» Different
» The implementation of a system defines which value is seen at
a given point of the computation
» The memory model defines which values may be seen between
ALL the ones produced by other threads



Our contribution

» A static analysis
» On all the multithreaded programs
» Sound w.r.t. the happens-before memory model

» Based on the abstract interpretation theory



Abstract interpretation

v

Static analysis

v

Mathematical theory to define and soundly approximate the
semantics of a program [CC77,CC79]

First step: concrete domain and semantics - not computable!

v

v

Then: abstract domain and semantics - computable!

v

Finally: correctness



Domain

» Concrete domain: (A, Cc, Lc, T¢,Uc,Mc)

» Usually the concrete domain is composed by powerset (e.g. all
the possible states of a program in a given point) -
(p(A),C,0,A,U,N)

» and the abstract domain approximates it with an unique
element - <K, Ca, La, Ta,Ua, |_|A>

» Abstraction « and concretization y functions

» The abstraction is correct iff it forms a Galois connection, i.e.

» VS € p(A):S Cy(afS))
» Vs A:S5Ca a(v(3))



Semantics

» Usually defined as the computation of a fixpoint
» Concrete: all the possible executions

» Abstract: approximates all the concrete executions with an
unique trace

> Relies on a transfer function (the semantics of statements)

» The abstract transfer function has to soundly approximate the
concrete one:

VS € p(A) : F[S] € »(F#[«(S)])



An example

1.5 — 2..6
R LT

a Y2
{1,3,5} — {2,4,6}

Fl++]



Trace Semantics

» Often used in the abstract interpretation framework
» Semantics of a system as sequence (e.g. of states)

» Given a set S, ST is the set of finite traces composed by
elements of this set
> 00,...,0; €S .
> 09— ..—o0;€St



Single-thread Domain

» Generic w.r.t. the programming language ...

» ... we do not formally define in the details the concrete
domain!
» Some functions provide us the essential information

> shared : St — Sh
» action : St — L, U ({r,w} x Loc x Val)
» synchronised : St — p(Sync)

» Parameterized also on the intra-thread transfer function =

[FERO8] defines a concrete domain and the semantics of the
intra-thread transfer function on a subset of the Java
bytecode language



Multithread Domain

» For each thread we collect the trace representing its execution

W Tld — St

Q: Tid — ((Tld x Integer) U Lg)

» t; — (t2,5) means that thread t; has been launched by
thread t» at the instruction at program counter 5



Intra-thread semantics

» visible function: return all the values written in parallel by
other threads that may be seen following the HB memory
model

» step function: defines a single step in the computation. Read
from the shared memory one of the visible values —
nondeterministic choices

Definition (S°)
S° W x Qx Tld — p(StT)

S [f,r,t] = /fp(%)\T.{O'()} U{og— - —0j_1—0;:
og— - —0j—1 €T Ao € step(t, f,r)}



» We do not enter in the formal details of the definition of
visible
» The paper presents it in the details
» |t uses
> the Q element to check the values written by a thread before
launching the current one
» the synchronised function in order to support mutual exclusion



Multithread semantics

» Each time we compute the single thread semantics of a thread
it may expose new values to other threads

> lterates the single-thread semantics until a fixpoint is reached

Definition (SI)

Sl U xQ— p(VxQ)

Sl [fo, rol = I A A (fo, ro)} U {(fi, r) : A(Fim1,r) € P :
Vt € dom(fi_1) : fi(t) € S°[fi—1, 1, t],
fi(t)=09 — -+ —0j,0; € Sto }



An example

Threadl — { i=1,; j=1}
7

System i=1

L j=0;i=0

Thread2 — { if(j == 1&&i = 0) .}

visible(j) = {0,1}
visible(i) = {0,1}



Domain

» Exactly the same components of the concrete domain, but
dealing with abstract elements

» Functions:
> shared# St +— Sh
» action” : St — 1, U ({r,w} x Loc x Val)
» synchronised” : St — p(Sync)
[FERO8] abstracts the concrete domain and intra-thread
semantics

» Multithreaded state:

VTS5t
Q: Tld — ((Tld x Integer) U Lq)



Intra-thread semantics

» visible™ function: straight abstraction of the concrete one!

» step” function: defines a single step in the computation.
Makes the upper bound between all the visible values —
deterministic choice!

Definition (Single-thread semantics S°)
Q x Tld) — St

x Q
1] /fp%k?.{ﬁo} (. {50 — - —=0j_1 — 0j . ~
o9 — "+ —0j_1=TN0T;= Step#(f,f,F)}

s° (v
S° [f,7t



Multithread semantics

» Each time we compute the single thread semantics of a thread
it may expose new values to other threads

> lterates the single-thread semantics until a fixpoint is reached

» ... as in the concrete semantics!

Definition (Multithreaded semantics g“)

sl Uxa-uxQ
' [fo. 7ol = Il AGE,7).{(Fo, 7o)} e {(Fi.7) : ¥E € dom(F) -
fi(t) = S'IF.E}



Correctness

We formally proved the correctness of our analysis, i.e. :

Theorem (Soundness of SH)
WF € Upe - ar(SHF] Cr §'[F].



An example

Threadl — { i=1,; j=1}
7

System i=1

L j=0;i=0

Thread2 — { if(j == 1&&i = 0) .}

visible (§) = [0..0] U [1..1] = [0..1]
visible (1) = [0..0] U [1..1] = [0..1]



Related works

» Many papers have been focused on the analysis of specific
properties like data race condition [RINO1]. Usually these
approaches suppose that the executions are sequentially
consistent

» Other papers define memory models [MANO05,CEN07,SAROQ7]
but they do not propose any static analysis

» Two model checkers [ROY02,HUY06] sound w.r.t. a memory
model have been proposed in the last years. They are afflicted
by the static explosion problem, and they seem not in position
to scale up

» Our paper does not present any experimental result. We have
implemented a similar approach in another work [FER08] and
the first results are encouraging (about 1'10” in order to
analyze 24 threads and more than 2.000 statements)



Conclusion

» We formalize in fixpoint form the happens-before memory
model

» generic w.r.t. the programming language
» supports mutual exclusion
» We abstract it

» The main characteristic components of the memory model are
straightly abstracted!

> For the next memory model, define the concrete semantics
and obtain the abstract one!

» We prove formally the soundness of our abstraction

> As far as we know, it is the first static analysis sound w.r.t.
the happens-before memory model
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Definition (step function)

step : Tld x U x Q — p(St)
step (t,f,s) = {o} where f(t) =09 — --- — o; and
(1) o >0 if m(action(o;)) #r

(2a) o > oV if m(action(oj)) =
(2b) 3v € visible(t, mp(action(o})), synchronised(o;), f, s(t)) :
o' = set_shared(o;, shared(a;)[l — v]),0’ = o



Definition (visible function)

visible : Tld x Loc x p(Sync) x W x ((Tld x Integer) U Lq) — p(Val)
visible(t, 1, S, f,(t',1")) =

(1) = project(!, suffix(f(t'), i), S)U

(2) {v:v e project(l,f(t"),S): t" € dom(f)\ {t,t'}}



Definition (suffix function)

suffix St x Integer — stt
op— - —o; HiI>0ANI<j

suffix (00—>---—>0j,i):{6 Ty



Definition (project function)

project : Loc x StT x o(Sync) — p(Val)
project (l,00 — -+ —0;,S)={v:3j €[0..1] :
action(oj) = (w,/, v) A not_synchronised(cj — --- — 0, S)}



Definition (not_synchronised function)

not_synchronised : St x p(Sync) — {true, false}

not_synchronised(cg — - -+ — 0, S) = true if and only if

(1)S N synchronised(og) = 0 V

(2)do; € cut(og — -+ — 04, S) : action(o;) = (w, 1, v),
action(ao) = (W, lo, Vo), =1



Definition (cut function)

cut : St x p(Sync) — St

cut (09— ---—0},5) = { e if synchronised(op) NS = ()

oo — cut(og — -+ — 0;,S) otherwise



Definition (step” function)

step™
step

U xQ— St

Id x
(t,f,5) = o where f(t) =59 — --- — 7; and
7575 if my(action® (7;)) #
E?i#ﬁ ; if 71 (action” (7;)) =t
V = visible™ (t, m(action™ (;)), synchronised™ (), f, 3(t))
V= v

Val
VeV L, o
sh = shared” (;),sh" = sh{l — ¥ Ly sh(1)]
7 = set_shared” (7, sh’)



Definition (visible” function)

visible” : Tld x Loc x p(Sync) x W x (Tld x Integer) — p(Val)
visible”  (t,1,S,f, (Y, ")) =

= project™ (1, suffix (7(f) i, )

{v:V € project”(I,f(t"),S) : t" € dom(f) \ {t,t'}}



Definition (suffix”* function)

suffix* 1St x Integer — St
suff/x# (0-0_>..._>0-j’l):{0',—> — 0 ifi>0A1T <y

€ ifi=j



Definition (project™ function)

project® : Toc x St x p(Sync) — p(Val)

project” (1,59 — --- — 3;,5) = {v:3j € [0..1] :
action? (G;) = (w,1,v) A not_synchronised™ (G; — --- — 7;,S)}



Definition (not_synchronised® function)

not_synchronised® : St x p(Sync) — {true, false}
not_synchronised” (g — - -- — @;,S) = true if and only if
S N synchronised” (Go) = 0 vV
iﬂEj € cut (5o — ---3;,5) :
action” (7;_1) = (w,1,V), action™ (7o) = (w,lo,Vo),1 = Iy



Definition (cut™ function)

cut : St* x o(Sync) — St
cut®(Gg — - — 7,,5) =
[ e if synchronised™ (7o) N'S
— 0

0
_{ Go — cut?(Gy — -+

,S) otherwise
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