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 Strings are everywhere:
> SQL queries
> Reflection

* Wrong use could have catastrophic effects

HI, THIS 1S

WERE HAVING SOME
(OMPUTER TROUBLE.

\%m

YOUR SON'G SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN HWH‘K /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;—~ 7

-~ OH.YES LUITTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECCRDS.
T HOPE YDURE HAFPY.
é AND I HOPE
~~ YOUVE LEARNED
TO SANITIZE YOUR
DATABASE INPUTS,
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* Prove properties
> at compile time (static)

> respected by all executions (sound)

* Abstract interpretation
> Cousot&Cousot 77/79

> Mathematical framework to
e Define the semantics
* Soundly approximate it

> |deal goal: fast and precise abstraction
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Numerical analyses

« Common interface for several analyses

T T
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 Semantics of +, -, *, /, constants, ...
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1. Introduction

2. Generic framework for string analysis

3. String domains

a) Character inclusion
b) Prefix and suffix

c) Bricks
d) String graphs
4. Conclusion
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 Set of standard operators on strings:

> new String(“str”)
* or “str”

> concat(s1, s2)
e orsl+s2

> readLine()
> substring(b, e, s)
> contains(c, s)

 Each domain has a lattice structure
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Because of
approximation/user input/...

string x = "a";

while (...)o

x = {"0al1","00al1l1", ...} =
— "n'"n + nan + nlnn
withn > 0

X = "O" _I_ X _I_ "1";

return X; o

O

X = {uan, "()a].", "00a11"; "-} —
— nonn + nan + "1"1’1 Wi-l-h n 2 O
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 Strings approximated through
> C: characters surely contained

> MC: characters possibly contained

Concrete Abstract
Strings C MC
{aOOal Oab", e} {Oa,aa,,}gm Chars
{Oal, "a", "0 TUR a} {0} { (2,0} {0 1}
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/f Scz[new String(str)]() = (char(str), char(str))\
string x = "a"; C:{a)
9 MC : {a} )
while (...) - S —
SCI[[COIlcat]]((Cl, MCl), (Cz, MCQ)) = (Cl U Cz, MC1 U MCQ)
C:{a0,1}
x = "O" 4+ x + "1",‘<\ MC : {a,0,1) )
4
return Xx; C:{aju{a 0,1} ={a}n{a 0,1} = {a}

MC : {a}u{a, 0,1} ={a}u{a, 0,1} ={a,0,1}

l Concretization

{"a","a0","000a1","0101a010", ...}
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Prefix & Suffix

 Strings approximated through
> PR: prefix of the string
> SU: suffix of the string

Concrete Abstract
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Prefix & Suffix — Running example

Spr[new String(str)]() = str
string x = "a_"./r r)]() = str

; Ssu/[new String(st
L PR:a,SU:a
while
() Spr[concat](p;,p2) = By
Ssu[concat](51,352) =52
x = "0" + x 4+ "1"; PR:0,SU:1
return x; PR:auo0=c¢

SU:aul=¢€

Concretization

N

Strings
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» Sequence of [@(Strings)]™nmax
>["a"1%["b", "c"1Pt= {"b", "c", "ab", "ac"

Concrete Abstract

{"0a1"} {"a"
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Bricks — Running example
jSBR[[new String(str)]() = [{str}]u}

String X = "a" ;( — ["a"]l'l

while (...) [

Ssr[concat](by, by) = normBricks(concatList(by,bs))
normBricks(["0"]¥["a"]Y [ 1"]Y) =["031"]1’1]
x = "0" 4+ x 4+ "1'";

"a"]t U ["0al"]M! "0al" bt )

return x;

Widening!

e =T
l Concretization

Strings
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* Adaptation of type graphs (tree automata)
> Rely on their normalization and widening

Concrete Abstract
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j Ssg[new String(str)]() = @ J

string x = "a";— - @

concat \

while (...) Ssg[concat](ty, o) =
o oNOM 4 o b M concat _
| y

return x;
S =
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string x = "a";
while (...) Lconeat A
@) (©OrR) (1)
x = HOH + x 4+ "1"; @ @
%
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OR

string x = "a"; (concat
while (...)
x = "O" 4+ x + "1",. A

return Xx;
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OR

string x = "a";

[ concat

while (...)

X = "O" _I_ X _I_ "1";

return Xx;

nAnm n_n nq4ann . L
0" +"a"+"1" withn>0 oneat

Concretization f ?
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| Characters | Order | Complexity

e © B ©
e 0 O ©
N O N O ©
ware . O © O
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Questions?
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